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STUDY PERIOD 2022-2024 Original: English
Question(s): 4/17 Geneva, 23 Angust - 2 September 2022
D
. H . . § o i
X|=: “Security requirements and Source:  Editr
. " Title: 1% Revised basel_j.ue text for X sr-ctea: Security requirements and countermeasures
countermeasures for targeted email attacks fo argeted email attcks
Contact: Chunghan Kim Tel:
KI'WONTECH E-mail:
Korea (Republic of)
Contact: Jonghyun Kim Tel: -
ETRI E-mail:
- G ol 12{o| ==2Q} 1742 O o|S Korea (Repubii
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ol
Abstract: This TD provides lst revised baseline text of ITU-T Xsrctea "Security

requarements and countermeasures for targeted email attacks™ It is based on the
discussion result of Q4/17 meeting on 25 Aug 2022

This TD provides 1st revised baseline text of ITU-T X sr-ctea, which was discussed at Q4/17 meeting
on 25 Auwg 2022, It will include updates of defimtion wuwse case, secunity requirements,
countermeasures and some editorial updates in accordance with the discussion result of C149 in the
next meeting.
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The "Security requirements for targeted email attacks’ can be implemented through the following

o 40 st CiS it i
9 . Ex—-ll 3C§ O I u." I -Io_jd E |6_I- E 3*_“‘ md- E:nir$;?lﬁ?:ﬂhlacklist registration allows security administrators manually entering
®)

allowed and disallowed specific email addresses, IP addresses or range of IP addresses. and
domains. This will automatically filter user access by approving or discarding emails.
iti i i i e ify ils are from

o Email security data synchronization can be used to synchronize and block incoming and '\
HHH Ol S E3 A O] , Security Cata sy” . T ; 8
OI- H X -L'l- o= %OH __IJ'OJ = T Ml:l- outgoing data by collecting and analyzing new and existing data on inbound and outbound
email. Detailed information on email security data includes:

a. Zero-day malware

. OI D'IIOEI EIO_I- EIIOI E-I %j I§I'% %6H #/HEH*_' 0 | D'” OE|9-| *H b. Look-alike domain

E‘” Ol E_I 9'_ J |_;.<_ I:_” Ol E_Ig _)Ik_xlzl _CI)_"J_'_ I=PSTe) O:l _)|\_*| Eltl AN \ ¢ Delivery routing information (i.c. email server and sender location) y
— = — 1 L— —_—————

GIOIES 52|2fotdl XHetet = QUCT. O] E &t o s st mannent sl ey s b o ol

O“ EH &l- X|-*-” o|_|- LH%% E‘l-%-_ll—l- 7EI-E’l- - Eﬁ::;:ﬂs inspection detects new viruses that are not detected in the primary testing by

scanning the behavior of malware against the system with the combination of static and

1 x—l | E E—” O | dynamic testing. Behavior results are, for instance, divided into ‘forgery”, ‘memory access”,

‘hooking wamning’, *create file’, *delete file’, or *run process’. A virus test consisting of
three steps is conducted as follows:
2 _IQI_*|' ED‘” o I a. st testing (vaccine testing)
- L b. 2nd testing (environmental operating system change testing)
3 H I'_A_ 7:‘ E X-IE 01| . D_” *_I H_l O I EL Al_EI. (@) | X| HE c. 3n:!tcstjng (behavior-based analysis testing)
20O O (@) . b L o T = 9.1.2 Malware in attachment
- Big data-based inspection scans all inbound and outbound email data of users on a regular
_A_ x | ) ) basis via cloud service to extract malicious attachments that require further inspection. It
(@) determines whether there is a risk of targeted email attacks based on the data stored in the
big data system. This feature identifies and detects a forged file extension
(1.e. .doc, .doex, .ppt, pptx, .pdf. .txt, .rtfand ete.).
9.1.3 Malware in URL
- URL image conversion disables opening a URL link in a perceived dangerous environment
where the attached malicious URL 1s recognized.
End-point URL monitoring performs continuous tracking of the final destination of all
URLs within the body or document file of email by monitoring for potential hazards.
a. All URLs should be tracked to the connected nth URLs.
b. Attachment in URL: The URL should be able to be checked for document files
contained in the body of the email.
c. Large attachment in URL: Large attachments that are downloaded by bypassing the
URL in the body of the email should be able to track down all URLs for malicious
attachment or document files after download.
URL post testing re-inspects the access of URL in real-time through file and end-point
scanning when the user attempts to click the URL links after receiving the email, and
restricts access when a nisk is detected.

9.1.1 Unknown malware

o
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- Email delivery restriction allows to set the limit for the maximum number of emails that
can be sent at once. To keep the email server's status and security of account by limiting the
number of users can send per day and the number of recipients per email.

9.4.1 Intentional information leakage

- Email encryption protects sensitive information from being read by anyone other than the
intended recipient by encrypting or dispuising the contents of email and attachments.

nintentional information leakage )
Delay in sending time and retrieve/delete outbound email: To prevent
intentional/unintentional leakage of information by the user, a delay time is recommended to

be set between the sending time and the delivered time of the email, and the email sending

during the delay time should be able to cancel. The right to cancel email within the delay
time is granted to the administrator and user, and once cancelled outbound email cannot be

eent, and email must be rewritten. )

9.5.1 Using taken-over account
- IP permission setting allows a security administrator and an email user to register specitic
IP addresses and countries that are accessible by 'Security [P Registration’ or ‘Permitted
Country Registration’ for blocking email attacks by receiving emails from the permitted [P
addresses and countries.

9.5.2 Unauthorized email server access
- Email server/IP access control allows administrators to control secure email links sent by
restricting access to web mails or mail clients. Web mail can be blocked through registered
IPs, and communication access based on client server protocol (POP3)/Mail Transfer
Protocol (SMTP) is controlled to block mail client communication. You can send email
from registered IP addresses and countries and provide logs of email server access
restrictions such as IP addresses, dates, and so on.
- Email server access log allows to determine whether user’s access is authorized or
unauthorized with the following information:
a. User identification,
Encrypted email.
User password,
Device identification,
Access IP,
Access location,
Access time,
Communication protocol identification for the email engine.

e e o oo o
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SG17 WP TITLE

=)
rO
M
_|
0.

WP 1 - Security strategy and coordination
VP2 e ~ew—.23G, IoT and ITS security_______
E WP 3 - Cybersecurity and management |
TWP4 T TITTTT Service and application security
WP 5 - Fundamental security technologies
Q1 Security standardization strategy and coordination
Q2 Security architecture and network security
___03 __ Telecommunication information security management and security services
I Q4 Cybersecurity and countering spam
TTTQ6 < Security for telecommunication services and Internet of Things (IoT)
Q7 Secure application services
Q8 Cloud computing and big data infrastructure security
Q10 Identity management and telebiometrics architecture and mechanisms
Q11 Generic technologies (such_as _Directory, PKI, formal languages, object identifi
ers) to support secure applications
Q13 Intelligent transport system (ITS) security
Q14 Distributed ledger technology (DLT) security
Q15 Security for/by emerging technologies including quantum-based security 27
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TELECOMMUNICATION
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7/ STANDARDIZATION SECTOR
XEAq O [e]1=13 OlHS XS J0oSs = STUDY PERIOD 2022-2024 iginal: i
= NWIP 2/ S HQHEHD| Qlelot A S 2SI, 2 | o2 Original: English
Question(s): 4/17 Virtual, 10-20 May 2022
XFA E|lAOITxT (o] CONTRIBUTION
xhdof) HT0HE 4 Qs BE BHEOIM2] AT R
ource: orea (Republic o:
9 7 |$LH%HE:I %-OL_I %-6&': _E_&Il J_-'-l-, —7|:—_9_ %'on*I- E-|C->|- %-6—_' _E_&Il Title: Ez);fiﬁ:isnew work item: Security requirements and countermeasures for targeted
Contact: Chunghan Kim Tel:  +82-10-4183-5574
2 oM™Mog Ah KIWONTECH Fax:  +82-2.60854330
= T =T T o Korea (Republic of) E-mail: KevinKim@kiwontech.com
= P o o Hi& A= Contact: Jonghyun Kim E-mail: jhk@etri.rekr
> xotolpol BEY|4 5 0|9 190l KHstE a2 M1t - s
Korea (Republic of)
(o) =i Al E =] o =< Contact: Sujung Park Tel:  +82-10-3110-5098
|_"LI'E|_I o_IH |:l ;O'I T'_'*—-l| = x|_|oc|->I TTA Fax:  +82-31-724-0109
Korea (Republic of) E-mail: sipark(@tta or ler
HSIE| 22 ME0| HO 0 XFA Stdlois
> XEotE ER4S9 LR, 2|11E 20| Z[CS HHF5H,
Abstract: This contribution proposes anew work item on “Security requirements to counter
_ - targeted email attacks™ for consideration by Q4/17. It mtroduces the definitions
Eﬂi— %0" xOI-E_Q_l SEEDE QE'I-% of targeted email attacks. and security requirements and countermeasures to block
targeted email attacks.
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apparatus thereof)

HHS 10-2247617 B1(2021.04.27) 10-2019-7029159(2019.08.07) [0117] 2 &2 JHEI 2] = SHAD! AT A alglole 5t e Sender

EHY (F7ZI¥EH 3 ‘W02021-025023A1, SG11201909530S ANsSoZ HoRE 80| PEE 4~ Q0L AIZECZ A S (Social engineering)
o I 2028 SE2SPAM M|, A&HFAS
=2X| HHelseg P27 =+ 2Lk
5 20| ABK AT = +HE AN ojYo| SHS agAl0, 5B NBA oo [0118) +alHelel Zoleial 2 At
o ABE 47| aEHE ABX|S 2ol Y30, 5H ABXIE £4E 4 e [E=] U e ilve BE JEe
o oYol S| B TG EE HIHe ABK S JlUtol MY Bal wy 100 ZAE -+ 2l0 0l =, BI JI8S] AHH D FAC B- type Inbound
0| ZHA|=ICt. 2HE ZHEO g A2 Y& 3 Email Filter
— 110 120 JNASH 2B BERES et A S
AT HE I OASX AH E2 248 o oY Y2 E FSths DA, z2aM =t 4 ol :
A7) ALSRH FE U 47| o oY WEE J|XE, 7] Y9E ABXS [0119) el#ool +0| 2eE =, (15 B0l 2 i D3am M-type Inbound | |\ ool filtring
SO ALSR AT W2 $AH oby Y| SHB SBAIIE B, % Ay Ol INA U == s LA G {2 Patemed mabvare e
=X AJ2Alo| AFES A7 staE EZX|S ol L3I0 AI-jI’Ex-{ E 2 AME 4 QUCE 012 0], Do Ad|A OISR 5 3) DDOS attack
S8 Mentel ABs &7] e AsAls 220 L0, £7] 54 = SPAM M2l 28 LHOIAS S ABBIE st g A | 4)Forged header | Pm——ro—
ANBRIZE A7 5 Qs 24 HIYo| SHO| B TE HE - 47| WL S sol gl =S 490510, AD| 250l 22 Al Email Filter
HeEE 559 otd HYe RES NS + U= AE = HES xE OS2 0ldHE 4 A FH0E el ) A B2 ot
= e g el o= o= =35 ] fe} __\_| M-tvpelInbound | ________ Appropriate
o 57 W - B NS TAE Taer, A A S e e B r : e
= o SREE S A ¥ S Bohs : :
27| == R HEo mE o d MY A At2XL AN HAH = 3/\43: el q;ﬂiemgﬂ;i oIt sEEeS H 1) Advanced malware H Accept
AE ot Yo SHE H|mBH= EHA U —=— = == e | 2) Malware in redirected URL : Inbound Email
7] 2 ZWo| 7| xS0, 47| ASRs BHO| THE [2HEE ¥ i 3)MalVare in stached le's URL__
HlOIE st S8 O TEdts, ATXS Tl HY Ba| W c = o>
(0.5 wir= el (B s, e e RIS ] o) > THAH ofdof M2 BE 0fd

S-type Inbound

Receiver

Email Attack

7ts’d EX =

e > M _E}l0| S Lok alike el addrss |
S o oYL SHE AIS|EEE 2 SH(S-type) O DHEAIZ =4S L e
S 0Y T4 AE SAF ZOQ SZHS| S (type)S THCHEO| UM, O EE £ H|E0| et EA EEE H3stn,

O|E 0|23t 23X|5 B 50| O|ROUXALE 3l 748 EF E= HAI7I&E2M HOHE = A=
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O EG-CLOUD Price Policy

(Price : USD $)

Customer Price per Account
(monthly)

Service Model Minimum Number of Accounts|  Size (number of people) of the Enterprise

EG 3 Package 3 3ormoreto 10 or less UsD 2
EG 5 Package 5 Over 10 or more to 15 or less UsD 1.7
EG 10 Package 10 Over 15 or more to 25 or less USD 1.5
EG 15 Package 15 Over 25 or more to 35 or less USD 1.2
EG 20 Package 20 Over 35 or more to 50 or less USD 1
EG 30 Package 30 Over 50 or more to 70 or less USD 0.8
EG 40 Package 40 Over 70 or more to 100 or less USD 0.7
EG 80 Package 80 Over 100 or more to 200 or less USD 0.5

% The minimum number of accounts should comply when proceeding with a contract
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